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BT tcpdump. wiresharkilBtcp. udpBIEIRE, DN, DM LEIE KRBT,
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yum install tcpdump -y #rhel, centos %%
apt-get install tcpdump -y # ubuntu., debian %3
pacman =S tcpdump -y # arch, manjaro L%
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BT R EIRE:

MEEIEBEIAME, MEIERIngBuffersh fYEKE 818 1I DMAL TR AZAIRingBuffer L,
A& LAERIRT

FE TR0 IR BR EE RingBufferfiE B2 £ 2l H I CPUZ X BXAIpoll_listlX @R+, FEEA
EEER AT

kosoftirqd A% L T2 LM IRER AT, 1T T RSB EMAILIER 2net_rx_action
nex_rx_action R £iE B M- MBI pol IBR ZUE poll_listP RV EUE B4 Tk, EIRFIAN+«
GRO#FMENBEHHAE ., XEMEEPIENE D

XM ESER S RIBEUE RIEA NN, EXZAIREM—LELIE, BPRCHMEIRER
METXEN, tcpdumpiiBEXEEEIVEE (ZAAUIUNKZIEER, RANIZREZEN
netif_receiveFFskHY) .

MRS EIE SRS, BlR{Etcp. udp. ipHMFINHITLIE, BRXESHIT
NF_HOOKK %X, HirgiptablesidiEss.

IR RS, BIBEMAEWRAG, HIREERFHTE

XEBER—PES: tepdumpE Biam P i Fiptables Z i, FRLABEINZI#iptables INPUT 2
s;AVEUEE.
LinueAtZ & Bt

Ef Kernel User Space
r—-—=—==-======- | I e K- - -=-=- A
I I . 1 :
: : : i : : "
I o hE 1
| 1 - (| o |
! ( M= }[ﬁ%qﬂﬁéﬁjﬁ——[ IRzh H R%EH¥$%JQF 2= et FAF 2 !
| | | 1 !
| I | I !
: $ | mam | ;
| ¥ tcpdwp ! ;
| oo PRI 2 ot eoned Lo _1

B T ERRE:

REZWENERIE (BRARZBNABEERAEN, XERZRRESEFMN)

W EREZERRETHNEREENNMNXZEZ TIHEEFRE, HIFERRKEARPIHK
EARMACHELE

REZ—TEMNTRH, MUTEBRRFH, ERBERANFIER, EhEi-fL a0l



XEBH—1Em: tecpdumpfER BI5E i FiptablesZf5, FRLATEEHNZliptables OUTPUTHE
EHNEBER.

RN EBREIRN struct sk_buff G, FrlAtcpdumpbIBRIRLZIX TSI,

BT EEMINR, BREStcpdumpBEAER. tepdumpBRIBAAIIENN, a1: TIELEE
Binipflim ONEEE .. DREEMXNEE, XBLEERNERLE:

tcpdump -i eth® -nn -w l.cap //-i eth@2#EiMethoMEHIE; —nnRRABRFERHO
XIEHBEEEER; -w 1. capBMEINESEIEHaIERL. capX P Xt

tcpdump -i eth® -nn -w 1l.cap tcp and host 10.182.1.1 and port 80 or port 443
//-w 1.cap/aHEHIRENtcpRRMtcpE; andfMordAE&Z 1 %M4; host 10.182.1.1FKRMEX
XM ipHEIEE (BIERBIALXTiplE) 5 port 80Flport 443FRMBUXE MmO E
(BFERB AL XM MR ONE)

tcpdump —-i eth® -nn -w 1l.cap tcp and dst 10.182.1.1 and dst port 80 or dst
port 443 // dst 10.182.1.1RXRRIMEUX M ipE, dst port{ERIIMENBtrim 0443896

tcpdumpid /)E%A)”U_JLX%E’MEE,—J—, AHMRARTERZHE, BIUERBREMNITTREE
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Welcome to Wireshark

Capture

...using this filter: ‘

Cisco remote capture: ciscodump

DisplayPort AUX channel monitor capture: dpauxmon
Random packet generator: randpkt

systemd Journal Export: sdjournal

SSH remote capture: sshdump

UDP Listener remote capture: udpdump

Wi-Fi remote capture: wifidump

ePeeeee

A EEEFile->0pen A 3T Frtcpdump{RTZHI {4

Analyze Statistics Telephony Wireless Tools Help

File Edit
A W
\

View Go Capture
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Welcome to Wireshark

Capture

using this filter: [

@ Cisco remote capture: ciscodump

@  DisplayPort AUX channel monitor capty Lookin: e I O sk top

@ Random packet generator: randpkt - 3 Name - [size Type Date Modified
@ systemd Journal Export: sdjournal ompu... B

@  ssH remote capture: sshdump i_

@  UDP Listener remote captu dpdum|

@

Filename: |1.cap

Files of type: | All Capture Files

Automatically detect file type ~ | Format: Wireshark/tcpdump?... - pcap
Size: 79 KiB, 375 data records
Start / elapsed: 2023-11-27 22:07:11/ 00:00:03
Read filter:

€ > 4+

x Cancel

7 Help

Allint
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Flle Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AEAI® R[[RE Q@ ¢ »nw«>» = oani

tep contains "baidu.com" X2 EwiresharkfIiEzs
No. Time Source Destination

Length Info

t
Client Hello
587 Client Hello (SNI=wmi.baidu.com)
571 Client Hello (SNI-umi.baidu.com)
621 Client Hello (SNI=gimg3.baidu.com) S =y ’

628 Client Hello (SNI=hectorstatic.baidu.com) XBERT T RERUHNREEIES
587 Client Hello p1.baidu.com)

619 Client Hello
587 Client Hello
779 Client Hello (SNI=w.baidu.com
587 Client Hello (SNI-hpd.baidu.com

958678
.959528
.980182
587339
772501 192.168.0.
.925338 192.168.0.
.926214. 192.168.0.
.975579 192.168.0.
.976962 192.168.0.
.985303 102.168.0.

84

99
186
213
232
234
259

Mool oo o

0 5
0 5
9 5
9.109 110.242.68.3 TLSVL
0 -
0 5
0 -

)
)
)
266 )

Frame 65: 626 bytes on wire (5808 bits), 626 bytes captured (5008 bits) T4 6d 2f 8e 3b ca 66 e3 2D df a8 59 68 00 45 00 -m/-; - + Y- E
Ethernet IT, Src: Intel df:a8:59 (60:e3:2b:df:a8:59), Dst: TpLinkTechno_8e:3bica (f4:6d:2f:8e:3b:ca) ©2 64 00 9a 46 00 40 06 T1 b8 cO a8 00 6d a3 bl -d--@-@ n
Internet Protocol Version 4, Src: 192.168.0.109, Dst: 163.177.17.122 11 7a cf d4 61 bb fd 65 1b 82 dd 91 99 f3 50 18 -z 3
Transmission Control Protocol, Src Port: 53204, Dst Port: 443, Seq: 1, Ack: 1, Len: 572 01 f6 78 97 00 00 16 03 ©1 02 37 O1 00 62 33 03 x 7.3
Transport Layer Security 03 a7 a0 e7 bf 20 cf 4a Tb 14 6c 39 92 d6 28 a0 319

ZERTHIERE-REN, fREE=ATUEERX

47 08 df 73 53 b5 bl d5 7e 1a fd 8b 5c ef 83 3a G sS - ~ -\

.
3 79 71 Te ba 51 6b 31 DG Oe 29 7 ca 3F da 15  2yq=-Qk1 )7

©4 8d 39 80 32 7e 50 d3 45 fe @8 bf 4b 59 00 17 9:2~P- E - KY
©0 00 00 00 00 19 09 17 ©0 00 14 73 75 67 67 65 sugge
73 74 69 6f Ge 2e 62 61 69 64 75 2e 63 6f 6d 89  stion.ba idu.com

68 32 03 68 74 74 70 2f 31 2e 31 00 33 00 2b 00  h2-http/ 1.1.3.+
29 6a 6a G0 01 60 00 1d 0 20 76 Oa 18 59 7b 34  )jj Y{4
92 6b 40 38 68 Tf 9a a8 b2 59 07 56 el a6 ef @b  -kesh YV

Q2 1p Packets: 375 - Displayed: 11 (2.9%)

XERENIHRGIER

Profile: Defau

wiresharkpVId iR 23 B > 5 B B NIE I E N

BHEER: ==, >, <, <=, >=_ I=, /U5 leq. gt. It. ge. le. ne
BEHECER: &&. ||. !, tBElIAELand. or. not

[E B AT BA(SE AR (1= Sl MRS (1 S 4%
ERNTIESREE:

tcp contains 'K, TiEtcpiR NP EE X BIEFER BHIEER
http, &iEhttptiX

ip.addr, TISIEEipHbUtAEIEE, A: ip.addr == 192.168.1.1
ip.src, IISIEERiptitROEIEE!, 40 ip.src == 192.168.1.1
ip.dst, TS EARiptltAVEIEE!, a0 ip.dst == 192.168.1.1
tcp.port, TIRIEEtcpln IRVEIEE, Wtcp.port == 443

tcp.srcport, IEIEE Rtepim ORIEUWESL, U0: tcp.srcport == 443
tcp.dstport, IIEEE Bintepim ORIEIEE!, 40: tcp.dstport == 443

http.request.method, TIEIEERINttpIERANEIEE, W: hitp.request.method == 'get’

http.request.uri, TISIEEttpIEKUEUAIEIEE, W: http.request.uri matches
'baidu.com’, jEEmatches2{E A IFNIRIAR EHITED



http contains 'X<##13',
Agent:xxx'

TiEhttp B PIEE X BERRIEIES, 40: http contains 'User-

IRIREURER, &P —1E, HEEfollow->tcp streamEEtcpIiER ML, follow->http stream&=
FEhttpAYiE R MmN

File Edit View Go Capture Analyze Staf
HaA® & X €«

W[cpotreameq0

No. Time

9
2023-11-29
2023-11-29
2023-11-29
10 2023-11-29
11 2023-11-29
12 2023-11-29
13 2023-11-29
14 2023-11-29
15 2023-11-29
16 2023-11-29
17 2023-11-29
18 2023-11-29
19 2023-11-29
20 2023-11-29
21 2023-11-29
22 2023-11-29
23 2023-11-29
24 2023-11-29
25 2023-11-29
26 2023-11-29
56 2023-11-29
100 2023-11-29
161 2023-11-29
162 2023-11-29
114 2023-11-29
221 2023-11-29
222 2023-11-29
250 2023-11-29
253 2023-11-29
273 2023-11-29
Frame 1: 730 byfes on wire (5840 bit
Ethernet II, Src: Xerox_00:00:60 (60
Internet Protocol Version 4, Src: 12
Transmission Control Protocol, Src P
Hypertext Transfer Protocol

EETN - |
Nl

© 7 wireshark_lo11M4E2.pcapng

GET / HTTP/1.1
Host: 127.0.0.1:2017
keep-alive
no-cache
Gache-Control: no-cache
sec-ch-ua: "Chromium" ;
sec-ch-ua-mobile: 70
sec-ch-ua-platform: "Linux"

Upgrade-Tnsecure-Requests: 1

User-Agent: Mozilla/5.@ (X11; Linux xB6_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/119.0.0.0 Safari/537.36

Accept: text/html,application/xhtml+xml, application/xml;q=0.9, inage/avif, image/webp,image/apng, */*;q=0.8,application/signed-exchange; v=b3; q=0.7

uogn

119", "Not?A_Brand";

document
Accept-Encoding: gzip, deflate, br
Accept-Language: zh-CN,zh;q=0.9

HTTP/1.1 200 0K
ontrol: public, must-revalidate
Content-Type: text/html; charset=utf-8
Etag: W/639862abae8e66adc3893483e1d09a2h
Date: Wed, 29 Nov 2023 13:30:41 GMT
Content-Length: 925

<ldoctype html><html lang="en"><head><meta charset="utf-8"><meta http-equiv:

"X-UA-Compatible" content="TE=edge"><neta name="viewport" content="width=device-wi
50, Sl e v il et o e ST ol e = e /A e S s s A el =iy G e oo
"static/]s/chunk-vendors. 8434d40a.  $"></script><script defer " type="module" src="static/]s/app.3a6845ce.]s"></script><link href="static/css/chunk-vendo
rs.89743208 .css" rel="stylesheet"><link href="static/css/app. 208rccte. toe” rel-”stylesneet"xscrlpl defer="defer” src="static/js/chunk-vendors-legacy.21705d48
.Js" nomedule></script><script defer="defer” src="static/js/app-legacy.7a88aB97.Js" nomodule></script></head><body><noscript><strong>We're sorry but v2rayA-GU
T doesn't work properly without JavaScript emabled. Please enable it to continue.</strong></noscript><div id="app"></div></body></html>GET /static/js/chunk-ve
ndors.8434d40a. j5 HTTP/1.1

Host: 127.0.0.1:2017

Connection: keep-alive
Pragma: no-cache

Cache-Control: no-cache

sec-ch-ua: "Chromium";v="119", "Not?A_Brand";
Origin: http://127.0.0.1:2017

sec-ch-ua-moblle; 70
User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
sec-ch-ua-platform: "Linux"

Accept:
Sec-Fetch-Sit
Sec-Fetch-Mod

like Gecko) Chrome/119.0.0.0 Safari/537.36

same-origin
cors

ript
://127.6.0.1:2617/
Accept-Encoding: gzip, deflate, br
Accept-Language: zh-CN,zh;q=0.9

HTTP/1.1 208 0K
Accept-Ranges
Gontent-Lengt!
Content-Type: application/javascript
iy e

Vary: Accept-Encoding

Date: Wed, 29 Nov 2023 13:30:41 GMT

(self["webpackChunkv2raya" ]=self ["webpackCl
r e=thi: ._self. cjreturn t(e.computedTag,e. g
ng, "1s- outLinad -e. out1ined, "is - FuLligEn®

"ie.selected}],attrs:{type

aya"1]|[1)-push([[998], (45@5 fur\ct)ar\(e £,m){"use strict”;n.d(t, {Z:function(){return d}});var i=function(){va
,class: [e.size, e. type, {"1s-rounded": e.rounded, "1is-loading" e.loadl
e.focused, "is-active":e.active, "is-hovered" :e. hovered, "1s-selected
trs, 1), e.$listeners), [e.iconLeft?t("b-icon", {attrs: {pack:e.iconPac
k,icon:e.iconleft,size:e.iconSize}}):e._e(),e.label?t("span", [e. v(e. s(e.label))]):e.Sslots. default2t("span", [e._t("default")],2):e. e(),e.iconRight?t("b-ico
n", {attrs: {pack:e.iconPack,icon:e.1iconRight,size:e.iconsize}}):e. e()],1)},r=[],0=n(5926),a=n(6885), s={name: "BBUtton", components:{[0.Z.name] :0.Z},inheritAttrs
:11,props: {type: [String, Object], size:String, Label:String, iconPack:String, iconLeft:String, iconRight :String, rounded: {type :Boolean, default: ()=>a.ZP.defaultBut ton
Rounded}, loading:Boolean, outlined:Boolean, expanded: Boolean, inverted:Boolean, focused:Boolean, active:Boolean, hovered:Boalean, selected:Boolean, nativeType : {typ:
tring, default: "button", validator "button”, "submit", "resst"].indexﬂf(e)>:0},ta pe:String, default:"button", validator:e=>a.ZP.defaultLinkTags.index0f (e)>
=0}}, computed: {computedTag(){return void 0!==this.Sattrs.disabled&&!11==this.3attrs.disabled?"button": this. tag}, iconsize(){return this.size&&"is-mediun"!==thi

5:51ze7"1s- large"===this. 127" 1s-mediun" i this . size: "is-small’})}, c=s, L= nus\n),u (9, 1.2)(c, 4,1, 1, null, null, nULL), d=u. expor ts}, 6365 function(e, £,n){"use stri _
Sdrtpin st st T mm— "
Entire conversation (756 kB) - Show data as | ASCIT - Stream |0
Find.

? Help Filter Out This Stream Print saveas.. Back X Close

[mes -]+

reassenbled PDU]

f a reassembled PDU]
f a reassembled PDU]

‘eassembled PDU]
eassembled PDU]
eassembled PDU]
eassembled PDU]
eassembled PDU]
eassembled PDU]

a reassembled PDU]

Profile: Default
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* Appearance

Displayed Title Type Fields Fie
Font and Colors| |¥ No. Number
Layout Time Absolute date, as YYYY-MM-DD, and time
Capture v Source Source address
Expert v Destination Destination address
Filter Buttons v Protocol Protocol
MName Resolution v Length Packet length (bytes)
» Protocols v Info Information
RSA Keys
k  Statistics
Advanced
q k
+||— Show displayed columns only
q k
? Help X Cancel v OK
WaA® B RE Q@ ¢ »n«>»>»= = oanfE
Al
do. “Thme -Squrce Destination Protocol Length  Info
13| 2023-11-29 21:30:41.0376454.. 127.0.0.1 127.0.0.1 TCP 32834 2017 - 57526 [PSH, ACK] Seg
14| 2623-11-29 21:30:41.0376646.. 127.0.0.1 127.0.0.1 TCP 32834 2017 - 57526 [PSH, ACK] Seq
15(2023-11-29 21:30:41.0376823.. 127.0.0.1 127.0.0.1 TCP 32834 2017 - 57526 [PSH, ACK] Seq
16 2023-11-29 21:30:41.0377005.. 127.0.0.1 127.0.0.1 TCP 32834 2017 - 57526 [PSH, ACK] Seq
17| 2623-11-29 21:30:41.0377198.. 127.0.0.1 127.0.0.1 TCP 32834 2017 - 57526 [PSH, ACK] Seq
18| 2023-11-29 21:30:41.0377385.. 127.0.0.1 127.0.0.1 TCP 32834 2017 - 57526 [PSH, ACK] Seq
19| 2623-11-29 21:30:41.0379205.. 127.0.0.1 127.0.0.1 TCP 66 57526 — 2017 [ACK] Seq=1247
20| 2023-11-29 21:30:41.0380129.. 127.0.0.1 127.0.0.1 TCP 65549 2017 — 57526 [ACK] Seq=2962
21| 2023-11-29 21:30:41.0380205.. 127.0.0.1 127.0.0.1 TCP 65549 2017 — 57526 [ACK] Seq=3617
22| 2023-11-29 21:30:41.0380273.. 127.0.0.1 127.0.0.1 TCP 65549 2017 - 57526 [ACK] Seq=4271
23| 2023-11-29 21:30:41.0380337.. 127.0.0.1 127.0.0.1 TCP 65549 2017 — 57526 [ACK] Seq=4926
24| 20623-11-29 21:30:41.0380382.. 127.0.0.1 127.0.0.1 TCP 65549 2017 - 57526 [ACK] Seq=5581
2572023-11-29 21730741 03884287 127.0.0.1 127.8.08.1 TCP 65549 2017 — 57526 [ACK] Seq=6236
26 2023-11-29 21:30:41.0380465.. 127.0.0.1 127.0.0.1 HTTP 54791 HTTP/1.1 200 OK (applicati
27 2023-11-29 21:30:41.0386441.. 127.0.0.1 127.0.0.1 HTTP 638 GET /static/js/app.3a6845ce
D0 IRDII_A4_-20 -2 -A1 AIQORDIT 427 O 0O A4 427 o QA TrD A4RD 2047 R7E44 rpcHd AMKT Can

BE—T, ZENGERANTOMNEEA, SiF:
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