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AMBZARERZRKW A FESBNBREEER. TEEERFEOE. BERL FTCPRBIZNIAY
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BERIEMAZE,

ERAOTEHATETLinudRIERSR
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ping MANZE BirEN S ER
telnet MMANEBIrENinO RSB
traceroute #MAAZE BinEN L INERESEEY

¥ RRANIR

o AfERE Fping. telnet, traceroute
ping AR EA&W 1cvP EEWEIER, ERAAE:

ping Bfrip/H& # WRNMER-cSHE—Hping, Ectrl+cfElE

[root@M-24-16-centos ~]# ping -c 5 baidu.com

PING baidu.com (39.156.66.10) 56(84) bytes of data.

64 bytes from 39.156.66.10 (39.156.66.10): icmp_seqg=1 tt1=251 time=4.80
64 bytes from 39.156.66.10 (39.156.66.10): icmp_seq=2 ttl=251 time=4.80
64 bytes from 39.156.66.10 (39.156.66.10): icmp_seqg=3 ttl=251 time=4.81
64 bytes from 39.156.66.10 (39.156.66.10): icmp_seq=4 ttl=251 time=4.82
64 bytes from 39.156.66.10 (39.156.66.10): icmp_seq=5 ttl=251 time=4.81

——— haidu com pina stotistics ——-
! g

5 packets transmitted, 5 received, 0% packet loss, time 40@06ms
rtt min/avg/max/mdev = 4.801/4.812/4.826/0.062 ms
[root@M-24-16-centos ~]# ping -c 5 google.com

PING google.com (172.217.160.78) 56(84) bytes of data.

time 3999ms

[root@VM-24-16-centos ~]# D




pingfFERY[B) R :

BT pingEMICMPIHY, —EENHKIEZEFRICMPIRX, FAUZSHpingE
ping RZEMAALE BARENAER, HARNBEminO2EBX

telnet Birip/iH8 w0 #telnetABREZIBEHENMEOMING, UREXLIEHIES. FI
MTERNE OS2 S EBITHN, BIEER Fctri+c, AEHMAqEHtelent, EMltelnete—EE
SRR,

[root@WM-24-16-centos ~]# ping -c 5 baidu.com

PING baidu.com (39.156.66.10) 56(84) bytes of data.

64 bytes from 39.156.66.10 (39.156.66.10): icmp_seg=1 ttl=251 time=4.80
64 bytes from 39.156.66.10 (39.156.66.10): icmp_seg=2 ttl=251 time=4.80
64 bytes from 39.156.66.10 (39.156.66.10): icmp_seg=3 ttl=251 time=4.81
64 bytes from 39.156.66.10 (39.156.66.10): icmp_seq=4 ttl=251 time=4.82
64 bytes from 39.156.66.10 (39.156.66.10): icmp_seqg=5 ttl=251 time=4.81

——=_haidu _com nina statistics ——-

5 packets transmitted, 5 received, 0% packet loss, time 4006ms
rtt min/avg/max/mdev = 4.801/4.812/4.826/0.062 ms
[root@M-24-16-centos ~]# ping -c 5 google.com

PING google.com (172.217.160.78) 56(84) bytes of data.

[root@VM-24-16-centos ~]# D

telnetfZERY (o) @R :

FoIERANZIA B AR E A ANE N FERT
REHAE, AXEESEshellfilAH

traceroute Birip/iEH:&

#tracerouteEASE:

1. -w ¥ FEEimENIENRE, STX M EER B
2. -i MF FREETMFELEIES

3. -g MXip HELTMITMXELEIES

4. -m PR RERIT IR BNRABER



[root@VM-24-16-centos ~]# traceroute baidu.com
traceroute to baidu.com (39.156.66.10), 3@ hops max, 6@ byte packets
11.42.21.129 (11.42.21.129)| 0.557 ms ©.972 ms 0.790 ms
11.42.84.34 (11.42.84.34) 0.692 ms 1.243 ms 0.965 ms
10.196.58.5 (10.196.58.5) 13.369 ms_19.391 ms_19.278 ms
10.200.54.201 (10.200.54.201)| 1.126 ms 10.200.54.193 (10.200.54.193) 1.097 ms 10.200.54.201 (10.200.54.201) 1.096 ms
39.156.7.182 (39.156.7.182) 2.199 ms 2.385 ms 2.279 ms

39.156.0.81 (39.156.0.81) 2.777 ms 39.156.0.85 (39.156.0.85) 3.927 ms 3.685 ms

111.13.188.38 (111.13.188.38) 4.132 ms 8.536 ms 111.13.0.174 (111.13.0.174) 11.051 ms

39.156.27.1 (39.156.27.1) 4.378 ms 39.156.27.5 (39.156.27.5) 4.537 ms 39.156.27.1 (39.156.27.1) 4.892 ms
39.156.67.17 (39.156.67.17) 4.008 ms 39.156.67.1 (39.156.67.1) 3.191 ms 39.156.67.17 (39.156.67.17) 4.1ijms

* ok ok

* ok ok

* kK

traceroute T ERTIRIRIRAH, HIEIUESRABRENZBIERIEIE,
BRTEXRN=1"TAEEHTAL?

curl: — P ar<4T THOhttpEFim, FILUEE curl¥TENRhttpiE KT FZA0FERT, HIEWT:

1. UTFEREREFE—DXHEHH, 2 curl.txt
\n\nquery time:\n———————— \n
time_namelookup: %{time_namelookup}\n
time_connect: %{time_connect}\n
time_appconnect: %{time_appconnect}\n
time redirect: %{time_redirect}\n
time_pretransfer: %{time_pretransfer}\n

time starttransfer: %{time_starttransfer}\n
time total: %{time_total}\n

2. {#Bcurl L &EFK
curl -w '@curl.txt' baidu.com -vvv



lroot@M-24-16-centos ~]# curl -w '@curl.txt' baidu.com -vwv
About to connect() to baidu.com port 80 (#@)
Trying 110.242.68.66. ..
Connected to baidu.com (110.242.68.66) port 80 (#0)
GET / HTTP/1.1
User-Agent: curl/7.29.0
Host: baidu.com
Accept: */*

HTTP/1.1 200 OK

Date: Mon, 27 Nov 2023 01:40:29 GMT
Server: Apache

Last-Modified: Tue, 12 Jan 2010 13:48:00 GMT
ETag: "51-47cf7e6ee8400"
Accept-Ranges: bytes

Content-Length: 81

Cache-Control: max-age=86400

Expires: Tue, 28 Nov 2023 01:40:29 GMT
Connection: Keep-Alive

Content-Type: text/html

>
<
<
<
<
<
<
<
<
<
<
<
<

<html>

<meta http-equiv="refresh" content="0;url=http://www.baidu.com/">
</html>
* (Connection #0 to host baidu.com left intact

query time:

time_namelookup: 0.004
time_connect: 0.015
time_appconnect: ©.000
time_redirect: 0.000
time_pretransfer: 0.015
time_starttransfer: 0.036

time_total: ©.036

Z B ER R FE AT AR -

time_namelookup: & &R S5 A9AY[E],
time_connect: TCP Ei&ZE T ERYAT(E],




time_appconnect: TLS/SSL &5 FiEAVATE],

time_pretransfer: MiERFHIAEINT R FF 481 4mATAT 8],

time_redirect: EE @FTFHHIAT(E),

time_starttransfer: MiESKFHRZIE— T F IS EE W B, S3EFERE EFMARS 2R
4 RFT TR AYETE).

time_total: B MERIIEMEAEE,

tcpping: tcpping—"1E = ping TR, TIBFRpingENixO, pingEBIMCPI#MY,
tcpping B BII TCPIMY LA E MG O RINER., FEEZIAFEEMTE,

yum install tcptraceroute -y #ZZE{Ri

wget http://www.vdberg.org/~richard/tcpping #F#&tcpping
chmod 755 tcpping #iZ&AIHITINR

./tcpping www.baidu.com 443

[root@VM-24-16-centos ~]# ./tcpping baidu.com 443

traceroute to baidu.com (39.156.66.10), 255 hops max, 60 byte packets
seq O: tcp response from 39.156.66.10 (39.156.66.10) <syn,ack= 4.622 ms
traceroute to baidu.com (39.156.66.10), 255 hops max, 60 byte packets
seq 1: tcp response from 39.156.66.10 (39.156.66.10) <syn,ack= 4.268 ms
traceroute to baidu.com (110.242.68.66), 255 hops max, 60 byte packets
seq 2: tcp response from 110.242 .68.66 (110.242.68.66) <syn,ack>= 10.515

traceroute to baidu.com (39.156.66.10), 255 hops max, 60 byte packets
seq 3: tcp response from 39.156.66.10 (39.156.66.10) <syn,ack> 4.300 ms
traceroute to baidu.com (39.156.66.10), 255 hops max, 60 byte packets
seq 4: tcp response from 39.156.66.10 (39.156.66.10) <syn,ack>= 4.804 ms
i

[root@VM-24-16-centos ~]# [

SRMRIFAEXAE RO ATLMER nc @82, BEMLINUXATTHREBSZEFTX TR

nc —zv www.baidu.com 443



[root@VM-24-16-centos ~]# -Zv baidu.com 443
Ncat: Version 7.50 ( https://nmap.org/ncat )

Ncat: Connected to 39.156.66.10:443.
Ncat: O bytes sent, 0 bytes received in 0.01 seconds.
[root@VM-24-16-centos —]# [

tcpdump: tcpdumpE RBANGMLSITMNE LR, sJUAIMBFNINEIEE, RIECSwireshark
AT AR ITNEEE.

tcpdumpE—LELinux 2 TR FIBER T2, EEFZIE, wiresharkeJLATE wiresharkE W #17
T

tcpmdump —i eth@ dst port 443 -w 1.cap #EXM-Fetho BinimON44309EFEEREE
1.capXf4H

BidwiresharkfTFF1.cap#{T O

XfHE HEE W e fiko e #Hito BEY Fw IR0 B0
ANl ® & R aae > n e 2 o

L] B2l -+
No. Time Source Destination Protocol Length Info =
49 1.202442 102.168.0.109 43.153.181.2 TLSvi.2 880 Application Data
50 1.336371 192.168.0.169 99.86.4.52 TCP 66 44480 — 443 [ACK] Seq=1000 Ack=6202 Win=64128 Len=@ TSval=3863712275 TSecr=10115809
51 1.336569 192.168.0.169 99.86.4.52 TLSvi.2 97 Application Data
52 1.338181 192.168.0.109 99.86.4.52 TCP 66 44480 — 443 [ACK] Seq=1031 Ack=
53 1.379230 192.168.0.169 99.86.4.52 Tcp 66 44480 — 443 [ACK] Seq=10 =
54 1.433386 192.168.0.109 43.153.181.2 TCp 66 60594 — 443 [ACK] Seq=1486 Ack=8335 Win=64128 Lel =
55 1,449166 192.168.0.109 43,153.181.2 TLSvi.2 236 Application Data
56 1.440302 192.168.0.109 43.153.181.2 TLSvi.2 247 Application Data
57 1.440460 192.168.0.169 43.153.181.2 TLSvi.2 761 Application Data
58 1.440802 192.168.0.169. 43.153.181.2 TLSvi.2 181 Application Data |
59 1.509945 192.168.0.169 194.36.147.174 TCP 66 60854 — 443 [ACK] Seq=1141 Ack=5298 Win=64128 Len=@ TSval=11529134 TSecr=3302443179
60 1.510074 102.168.0.160 104.36.147.474 TLSvi.2 97 Application Data
61 1.542435 192.168.0.1609 43.153.181.2 TLSv1.2 173 Application Data
| 621.550146 192,168.0.109 163.177.17.122 TCP 74 53204 - 443 MSS=1460 SACK PERM TSval=3528089058 TSecr=0 Ws=128
H 63 1.585015 192.168.0.1609 43.153.181.2 TcP 66 60594 . 443 [ACK] 4128 Len=0 TSval=406627612 TSecr=3401303278
168.0 53204 . 443 [ACK]

3.177.17.122
77.17.12:

§ Client

43.153.181.2

7 1.627978 152.168.0.109 B 06627654 TSec

60594 — 443 [ACK] Seq=2754 Ack=11899 Wi Sva 461303362
68 1.630207 192.168.0.109 43.153.181.2 TP 66 60594 . 443 [ACK] Seq=2754 Ack=11080 Win=64128 Len=0 TSval=406627657 TSecr=3481303364
69 1.630786 192.168.0.109 43.153.181.2 TLSvi.2 173 Application Data
192.168.0.109 163.177.17.122 TCP 54 53204 . 443 [ACK] Seq=573 Ack=5167 Win=50136 Len=0
192.168.0.109 163.177.17.122 TLSvi.2 147 Client Key Exchange, Ghange Gipher Spec, Encrypted Handshake Message —
192.168.0.109 163.177.17.122 TLSvi.2 772 Application Data —
74 1.694144 192.168.0.109 163.177.17.122 TCP. 54 53204 . 443 [ACK] Seq=1384 Ack=5337 Win=64000 Le —
75 1.756438 192.168.0.109 163.177.17.122 TP 54 53204 . 443 [ACK] Seq=1384 Ack=5599 Win=63872 Len=0
76 1.756481 192.168.0.109 163.177.17.122 TCP 54 53204 ~ 443 [ACK] Seq=1384 Ack=5777 Win=63744 Le
77 1.756488 192.168.0.109 163.177.17.122 TP 5453204 . 443 [ACK] Seq=1384 Ack=5811 Win=63744 Le
78 1.773612 192.168.0.109 163.177.17.122 TCP. 66 [TCP Window Update] 53204 — 443 [AGK] Seq=1384 Acl
; 79 1.943318 192.168.0.109 110.242.68.4 TP 74 60712 SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK PERM TSval-888986150 TSecr=0 WS=128
! 80 1.943468 192.168.6.169 110.242.68.4 TCP 74 60714 ~ 443 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM Ws=128
! a1 1 om70A2 165 1A% 0 180 16547 A2 A 7D BAAO7AA - A4 TACKT San— Ark— WAn-RAORA Ian —_—
» Frame 65: 626 bytes on wire (5008 bits), 626 bytes captured (5008 bits) 6d 27 Be 3b ca 60 €3 2b df aB 59 08 60 45 60 m/-; - + Y- E =
» Ethernet IT, Src: Intel_df:a8:59 (60:e3:2b:df:a8:59), Dst: TpLinkTechno_8e:3b:ca (f4:6d:2f:8e:3bica) 64 d0 9a 40 60 40 06 f1 b8 O a8 00 6d a3 bl -d- @@ m
» Internet Protocol Version 4, Src: 192.168.0.109, Dst: 163.177.17.122 7a cf d4 01 bb fd 5 1b 82 dd 91 99 3 50 18 -z 3
» Transmission Control Protocol, Src Port: 53204, Dst Port: 443, Seq: 1, Ack: 1, Len: 572 TG 78 97 09 00 16 3 01 02 37 01 00 02 33 03 x 7---3
» Transport Layer Security a7 a0 e7 bf 20 cf 4a b 14 6c 39 92 d6 28 a0 319
6f 27 02 78 89 28 a8 26 df 5a 67 C3 6d e3 d9 20/ - (- & Zo
20 09 63 €9 b9 40 ce 1f fb d6 al 2c 3a Facf ! ¢ @ oEE2
2b 96 34 31 79 3F 87 08 85 92 61 a6 de ac 46  x+-41y? aNF
81 00 20 ea ea 13 01 13 62 13 03 cO 2b cd 2f  + -/
3¢ 0 30 cc a9 cc a8 cO 13 cO 14 00 9c B0 9d -, -0
27 00 35 01 00 01 ca aa aa G0 00 00 2d 60 02 /-5 -
01 00 Oa 00 Ga 00 08 6a 6a 60 1d 00 17 00 18 B3|
©d 00 fa 60 60 01 00 01 7c 60 20 72 T4 Th G7 1 rg
4e 8d 4a 26 71 11 % 2a d3 fc 29 45 ff b3 b N-J.q-. * )E
8e 59 46 d9 a4 1f ee 4c c4 8d 39 00 dO 15 35 YF L--8---5
1b 1e e4 49 2e e1 30 c3 8a 39 a2 76 6a Oc Te 1.0 9w -~
8e 00 43 2d ad 29 5 b4 27 df 26 1c a6 2d 6b C-v) o tEek
bO 61 59 ef 17 69 70 dc ab C7 59 Oa 69 89 T1 .-ay -ip - Y1
39 b1 eb 8T 28 50 10 17 3T 62 a6 ad 38 6a 18 -9-- (P~ -?b- 8]
b0 15 8c 17 @e 9F ©a 3b 9d 54 b4 99 41 el c4 iT--A
@8 df 73 53 b5 b1 d5 7e 1a fd 8b 5¢ ef 83 3a G- -SS- - ~ -\t
5 €9 e5 5a 75 9c ac 56 11 d3 cb b5 49 1a @@ } --Zu-- V- ---T
79 71 7e ba 51 6b 31 b6 Oe 28 e7 ca 3f da 15 2yg-Qk1 --)--?
@c 1b 5b bc 75 be 75 ac 11 b3 b 8a bd bd 31 c--[-U-u 1
0d 34 fc aa bi 50 1f 07 96 53 1ic 12 cd 80 6a 4P 5o
9a 59 dc e@ 6 86 1a 3e 67 eb Oc 76 96 7e 67 .Y >g-v~g
TLad 1b £7 c6 09 1a 05 76 aa 7d 11 59 0a 16 X 1Y
8d 39 80 32 7e 50 d3 45 fe 68 bf 4b 59 00 17 9.2-P- E-KY
©0 00 00 00 19 00 17 00 00 14 73 75 67 67 65 sugge

74 69 6F 6e 2e 62 61 6O 64 75 2e 63 6f 6d 60  stion.ba idu.com
©0 12 00 10 04 63 08 04 04 01 05 B3 08 05 05

08 06 06 01 00 23 00 0O 00 10 00 Ge 00 Bc 02 s

32 08 68 74 74 70 2f 31 2e 31 00 33 00 2> €0  h2-http/ 1.1:3.+
6a 6a 0 01 00 00 1d 00 20 6 0a 18 59 7b 34  )3j Y{4
6b 40 38 68 ff 9a a8 b2 50 07 56 el a6 ef @b  -k@8h YV

T
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